
The URGENT Concerns Facing Customers 
with Symantec-Issued Certificates
 
A Frost & Sullivan White Paper



The URGENT Concerns Facing Customers with Symantec-Issued Certificates

2All rights reserved © 2017 Frost & Sullivan

It’s important for customers that use Symantec certificates to understand that Symantec’s major problems with Google 
and Mozilla remain unresolved, and there’s no way of knowing when final details of any agreement will be settled. With 
this uncertainty, Symantec customers could face significant disruption in their use of Symantec SSL certificates.

First, some background: Symantec was criticized by Google and Mozilla for a list of prior practices and errors, 
and essentially ordered to outsource its vetting and issuance processes to a third party CA for an extended period 
while it completely rebuilt its PKI roots and systems. One key accusation by Google was that as many as 30,000 
Symantec SSL/TLS certificates were not properly issued in accordance with CA/Browser Forum criteria, although 
Symantec strongly disputes this number. In any case, Google and Mozilla have announced their intention to impose 
progressive distrust in their browsers on all Symantec certificates (including GeoTrust, Thawte and RapidSSL 
certificates) over an extended timeline.

Today it’s important for customers using Symantec certificates to understand that the issues with Google and 
Mozilla remain unresolved, with many unanswered questions. Unfortunately, the lack of a resolution is more than 
an impasse – progressive distrust will happen. Google and Mozilla have set a schedule of action items related to the 
removal of trust with Symantec issued certificates, and the first of the deadlines is this December 1, 2017 – just 
weeks away, requiring action now. Here’s the full schedule of distrust announced by Google and Mozilla for their 
progressive distrust of Symantec-issued SSL/TLS certificates:

• As of December 1, 2017, all new certificates issued from Symantec roots will not be trusted by either Google 
or Mozilla. Web visitors using either of these browsers will be shown a browser dialog box warning, “Your 
connection is not private” or a similar warning when visiting a website using a newly issued Symantec certificate. 
Symantec customers will need to obtain all new certificates from non-Symantec roots after that date.

• Starting April 2018 with the release of Chrome 66, any Symantec certificate issued before June 1, 2016 will 
also be distrusted by the browsers in the same manner. Symantec customers using any unexpired Symantec 
certificates must switch them out by then.

• Effective October 2018, Google has announced it will distrust all remaining Symantec certificates issued 
from Symantec’s current roots at any time. Symantec customers using Symantec certificates at that time will 
again have to switch them out to certificates from non-Symantec roots. 
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This means that even if some customers prefer to use Symantec certificates, they may have to replace the same 
certificates twice in a 12-month period - once to meet the April 2018 deadline and again (possibly) to meet the 
October 2018 deadline. And chances are, they won’t really be receiving Symantec replacement certificates at all, but 
rather certificates from a successor CA’s roots. This is not a good scenario for busy IT professionals. 

More uncertainty was added when DigiCert announced on August 2, 2017 that it would purchase the Symantec’s 
Website Security and related PKI solutions at some future date. While details are not complete, it appears DigiCert 
will effectively transfer all existing Symantec customers to its own roots, vetting staff, and issuing systems, without 
necessarily asking Symantec customers if this is what they want or making any contract concessions. DigiCert may 
proceed with creation of new roots to use in continuing the Symantec brands and cross-signing may be required for 
the new customer certificates to chain up correctly to trusted roots, making use of the substitute certificates more 
difficult for Symantec customers.

Google has publicly stated that they will be sticking to their original sanctions for all certificates issued from Symantec 
roots as well as those from any roots in their brand portfolio regardless of any DigiCert acquisition. That means that 
neither Symantec’s systems, people nor processes may be used in the issuance of any new digital certificates to Symantec 
customers after the December 1, 2017 deadline until they have proven to Google that they can be trusted. 

It’s fair to conclude that under this plan customers who thought they’d be protecting their sites with Symantec certificates 
will effectively now become DigiCert customers (even if the old Symantec brand names are still used for new certs) 
and customers may additionally have to do considerable work on their systems in switching to a new CA. This provides 
Symantec customers with a compelling argument (and a perfect opportunity) for choosing another CA like Entrust 
Datacard instead of simply accepting the DigiCert transfer with all its unknowns. 

There’s obvious risk to Symantec customers from just passively waiting for whatever happens to Symantec. DigiCert has 
publicly shared a high-level operational plan with Google, but the final detailed migration plan has not yet been agreed 
upon. The alternative structure that Google has suggested to DigiCert would require Symantec customers to do some 
very heavy lifting. Here are three examples of possible transition plans that could pose complication and confusion for 
existing Symantec customers:

1.	Because	certificates	connected	with	existing	Symantec	infrastructure	are	no	longer	allowed,	Google	is	effectively	
requiring	a	forced	migration	for	all	Symantec	customers	to	DigiCert	systems	by	this	December	2017.	In	many	
ways,	this	is	like	a	transfer	of	Symantec	customers	to	DigiCert	without	asking	for	customers	to	agree	to	working	
with	a	new	CA	or	communicating	new	agreement	terms.	

2.	The	new	DigiCert-Symantec	certificate	chain	may	be	complicated.	In	their	proposal,	Google	suggests,	“Some	
of	these	paths	may	transition	multiple	roots;	such	as	having	an	older	root	sign	a	newer	root	sign	the	active	
intermediate,”	 requiring	DigiCert	 to	 establish	 new	 roots	 for	 certificates	 to	 be	 issued	 to	 former	 Symantec	
customers.	 If	this	plan	is	 implemented,	 it	might	require	customers	to	correctly	 install	both	a	new	end-entity	
certificate	from	DigiCert	as	well	as	cross-signed	intermediate(s)	on	all	servers	in	all	locations	–	something	that	
could	be	time	consuming	and/or	difficult	for	many	customers.

Google also recommended a certificate issuance structure for Symantec customers as follows: “For each of the 
‘newest’ roots, establish a new DigiCert-managed private key and issuance infrastructure on DigiCert’s existing 
infrastructure, name it in a way that ideally clearly identifies it, and cross-sign it with that ‘newer’ Symantec root.”  
In many respects, the actual details of the DigiCert transition plan for Symantec customer are still unknown.

3.	Google	has	also	required	Symantec	customers	to	undergo	a	new	verification	process	(organization	and	domains)	
by	another	CA	(likely	DigiCert)	before	receiving	new	“Symantec”	certificates	after	the	December	1,	2017	deadline.	
Again,	this	will	be	time	consuming	for	existing	Symantec	customers.

These upcoming Google requirements intended to protect Chrome users puts Symantec customers in a major bind – 
they could face a significant workload in completing reverification and replacing old Symantec certificates during their 
normal holiday black-out period, when it would be safer to button up systems for the busy holiday season. 

Additionally, the proposed DigiCert acquisition of the Symantec Web Security business is still under negotiation and 
due diligence – it won’t close until a future quarter. What happens to Symantec customers caught in the transition if the 
DigiCert acquisition falls through or is delayed for any reason?

Symantec customers must start their own due diligence now to avoid this risk and pain from the Symantec situation by 
researching all available options, including considering signing up with alternative CAs who can meet their objectives of 
website continuity, brand preservation, and ease of use. It’s good to have a backup in place and ready to go at a moment’s 
notice in case the Symantec situation becomes unacceptable. Perhaps Symantec customers should even order a few new 
certificates from the alternative backup CA of their choice so they’re ready to make a complete switch if necessary.

Google’s and Mozilla’s progressive distrust of Symantec roots shows the need for top-notch customer support and 
certificate management capabilities by a website’s chosen CA. At the very least, it would be prudent for Symantec 
customers to develop a relationship now with another CA with globally trusted roots, and ask that CA to pre-verify their 
organization and domains to be ready for immediate certificate issuance in the event the DigiCert-Symantec acquisition 
fails to close and/or their transition plans collapse.

Here’s a list of questions Symantec customers should consider as part of their strategic 
planning and risk avoidance planning:

1. What risks	does	our	organization	face	as	a	result	of	the	announced	progressive	distrust	of	Symantec	certificates	
and	proposed	acquisition	of	the	Symantec	business	by	DigiCert?	For	example,	how	will	these	factors	affect	uptime,	
certificate	 compatibility	 with	 existing	 systems,	 internal	 resources,	 timeline	 and	 transition	 dates,	 the	 ability	 to	
complete	customer	reverification	by	DigiCert	if	the	load	becomes	backlogged,	etc.?

2.	What	does	the	Symantec	certificate	migration	process	actually	 look	like?	Will	all	of	your	certificates	be	found	
and	migrated	over	to	the	new	DigiCert	CA?	Will	you	have	to	install	any	cross-signed	intermediate	certificates	on	
your	servers	along	with	the	new	DigiCert	end-entity	certificates	in	order	to	get	ubiquity	among	all	the	relevant	
browsers	and	applications?	Do	you	know	how	much	time	you	have	to	make	this	transition?	

3. What	if	DigiCert	can’t	hit	the	December	1,	2017	deadline	(just	weeks	away)	to	move	everything	over	to	its	platform	
for	issuing	new	certificates	to	Symantec	customers?	DigiCert	is	a	much	smaller	company	than	Symantec,	and	not	
even	located	in	the	same	region.	What	happens	if	the	acquisition	by	DigiCert	doesn’t	go	through?	According	to	
the	browsers,	any	further	date	change	requests	will	be	viewed	unfavorably	and	may	be	denied.	These	factors	could	
impact	your	organization	if	replacement	certificates	aren’t	available,	causing	your	website	not	to	be	trusted	by	
Google	Chrome	and	Mozilla	Firefox	and	preventing	your	users	from	interacting	with	your	website.

4. DigiCert	must	re-authenticate	all	Symantec	customer	organizations	and	domains	before	issuing	new	certificates	
this	December.		When	will	this	start?		

5. Has	Symantec	offered	any	price	or	contract	concessions	to	you	to	make	up	for	the	changes,	disruption	and	
additional	work	required	for	its	customers?		Can	Symantec	customers	simply	cancel	their	current	agreements	
and	move	to	another	CA	if	they	choose?

All of this leaves Symantec customers in a precarious position. Any hesitation in contingency planning, perhaps including 
an outright switch now to a new CA, could present unacceptable risks to your company. At the very least, your game plan 
should include a definite alternate CA migration path, with a clear timeline that’s achievable and broadly communicated 
within your company. 
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Frost & Sullivan conducted an industry analysis of the major CAs, SSL/TLS Certificates Market Finding the Business 
Model in an All Encrypt World, which was published in September 2016. In the report the strengths and capabilities of all 
major CAs was reviewed. As Symantec effectively leaves the SSL/TLS certificate market, only a handful of reliable CAs 
have global reach to serve as replacements. 

Industry pioneer Entrust Datacard is a strong potential choice, having proven its worth to customers by earning the top 
distinction for “Best Customer Service”, which could help Symantec customers navigate this difficult transition to a new 
CA. Entrust Datacard also led with “Best Certificate-as-a-Service (CtaaS)” platform and “Best Innovation” designation, 
achieving top distinction in the most important categories of competitive differentiation among alternative CAs.

Industry pioneer Entrust 
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https://www.entrust.com/lp/frost-and-sullivan-entrust-report/
https://www.entrust.com/lp/frost-and-sullivan-entrust-report/
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